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https://github.com/s-tip
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A Web Page

Text from the Web Page

Your Browser (select the 
text block)

Jump to APS landing page Communicate 
to OpenAI via 
REST API
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A
P

I

OpenAI response with techniques



Please identify the ATT&CK 
Techniques used in the attack with 
their IDs from the text below.
==========
{text}

“{text}” as a meta variable.
“{text}” will be replaced by the 
selected text.  
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Specify a prepared setting

Load the setting
Replaced with selected text block

Response from OpenAI
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Please list the techniques used in the text below with explanations.
---
{text}
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Challenge 1 is clear



Below is a quote from the blog article.
Create STIX 2.1 from this quote.
Please set the timestamp to 2024/1/1.
---
{text}
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Challenge 2 is clear
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Please attribute an attacker from this text 
block and tell me how to deal with it.
---
{text}
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STIX

Layer
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OSINT

Rest API
Chat GPT 4.0

Assistant
 with Customized
Knowledge Base

Commercial CTI

Security Blogs

Retrieval-Augmented 
Generation (RAG)©2024 Fujitsu Defense & National Security Limited 29



OSINT

Rest API
Chat GPT

Assistant
 with Customized
Knowledge Base

Commercial CTI

Security Blogs

Retrieval-Augmented 
Generation (RAG)©2024 Fujitsu Defense & National Security Limited 30

Improving these factors make it flexible
-> New Research Area
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