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https://attack.mitre.org/campaigns/C0032
https://attacksite.mitre.org/software/S1009
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ICS Sub-techniques
TAXIIl 2.1
Cloud Platform Rebalancing

Related Assets

o ATT&CK Navigator, Workbench
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: Bolster Broader Usability Actionable Defensive Measures ‘
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o Upgraded Detections

o New Analytic Format

o Data Source Restructuring

Mobile Structured Detections
Expansion

o Cybercriminal/Underreported Activity
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Command and Scripting Interpreter:
AutoHotKey & AutolT

Compromise Infrastructure: Network
Devices
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sution Flow:

Integrated Defense ™

tication Process:
Conditional Access Policies Obfuscated
Files or Information: Encrypted/Encoded
File Obtain Capabilities: Artificial
Intelligence System Binary Proxy
Execution: Electron Applications

System Script Proxy Execution:
SyncAppvPublishingServer
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C L O U D More Actionability

Matrix Balance n iy gation
Abstraction + Cloud analytics
Specificity
Emerging & Mitigations + Data
Significant Threats Sources

Create Account: Cloud Account Conditional Access Policies
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DEFENSIVE > Cloud Analytics
COVERAGE o Detection

Logic/New
UPGRADING, CONVERTING & Analytic Format

RESTRUCTURING
Analytic 1 - Registry Edit with Modification of Userinit, Shell or Notify o Up g raded

18
1

source="WinEventLog:Security" EventCode="4657" (ObjectValue. D e 't ecC 't 1 ons

source="WinEventLog:Microsoft-Windows-Sysmon/Operational" Ev
Analytic 2 - Modification of Default Startup Folder in the Registry Key 'C Restructured

(source="WinEventLog:Security" EventCode="4657" ObjectValue.

EventCode="13" TargetObject="*Common Startup")
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A iCS Subs, Asset Expansion, &
Cross-Domain Integration

Triton

| 1o Related Assets

| e Sub-techniques

E :o Cross-mapped Campaigns
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Encrypted-Channel: SSL Pinning

Building Out Expanding ”
Structured Detections ||Mitigations [T%Tﬂ

Encrypted Channel: SSL
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SOFTWARE DEVELOPMENT

ENHANCED USABILITY & STREAMLINED WORKFLOHi i
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o Enhancing ATT&CK Navigator User
Experience

o Optimizing ATT&CK Workbench
Workflows for Swifter Updates

o Upgrading TAXII Server (v2.1)




Malteiro

ToddyCat

Mustard
Tempest

AKIRA

UNDERREPORTED

A Y

CYBER THREAT INTELLIGENCE

BITTER (G1002)

CYBERCRIMINAL, UNDERREPRESENTED GROUPS

] || |
[ ‘ [

T IARERITA

il

©2024 TH=MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 24-00195-1

MITRE | ATT&CK® -7




1000000
1000000

OMMUNITY
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QUESTIONS?

@MITREATTACK

LINKEDIN/MITRE-ATT&CK

Attack@mitre.org

©2024 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 24-00195-1



