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Overview

1.  Visualizing results in a heatmap

2. Different approach to interpreting results

3. Utilizing Attack Flow for Purple Teaming

4. Key takeaways from Attack Flow

5. Attack Flow Builder



Profile of 
Fictional 
Company

“QuestLab 
Inc.”

Research Institute with 
<20 employees

Security stack
Microsoft 365 Business Premium
• EDR: Defender for Business
• Firewall: Windows Defender 

Firewall

Email
Microsoft Outlook



Traditional Approach: Visualizing Results in Heatmap

Note:
• Highl ighted techniques are based on APT29's campaigns
• Heatmap generated v ia MITRE ATT&CK Navigator
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Traditional Approach: Visualizing Results in Heatmap

However... 

It may not be realistic to 

colour every cell green!
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Traditional Approach: Visualizing Results in Heatmap

However... 

It may not be realistic to 

colour every cell green!

Other limitations:

    Views techniques in an atomic manner

    Lacks context - dependencies exist between each technique
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Traditional Approach: Visualizing Results in Heatmap

However... 

It may not be realistic to 

colour every cell green!

Other limitations:

    Views techniques in an atomic manner

    Lacks context - dependencies exist between each technique

Given QuestLab’s limited 

security budget, how should 

we choose what to fix?
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What is Attack Flow?

TTPs in the context of adversary campaigns

Accurate reflection of security posture

Sequences of adversary behavior



Heatmap vs Attack Flow
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Heatmap vs Attack Flow

Heatmap



Heatmap vs Attack Flow

Heatmap



Heatmap vs Attack Flow

Heatmap Attack Flow



Pre-Exercise: Attack Flow



Start of Campaign

Tactic

Technique

Procedure



Start of Campaign



Middle of Campaign



End of Campaign



Iterative Cycle



Post-Exercise: Defensive Controls

Legend
Green: TTP with defensive control
Red: TTP without defensive control
Dotted rectangle: Defensive control



Defensive Controls: Start of Campaign



Defense-in-depth



Key Takeaways from Attack Flow



Key Takeaways from Attack Flow

Instead of trying to implement defensive measures for every technique...

• Focus on techniques at the start of the flow



Instead of trying to implement defensive measures for every technique...

• Focus on techniques at the start of the flow

• Address chokepoints in the flow

Key Takeaways from Attack Flow



Access Attack Flow Builder at: https://center-for-threat-informed-defense.github.io/attack-flow/ui/

MITRE CTID’s Attack Flow Builder



More Examples of Attack Flows

• Attack Flows from MITRE CTID’s corpus

• Access them at: https://center-for-threat-informed-defense.github.io/attack-flow/example_flows/
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Conclusion

Heatmap Attack Flow

helps us to 
allocate resources 

more efficiently



Thank you


