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Traditional Approach: Visualizing Results in Heatmap
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Note:
 Highlighted techniques are based on APT29's campaigns
- Heatmap generated via MITRE ATT&CK Navigator
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Heatmap vs Attack Flow
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What is Attack Flow?

Accurate reflection of security posture

Sequences of adversary behavior

TTPs in the context of adversary campaigns
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Pre-Exercise: Attack Flow

Initial Access

T1566.001
Phishing: Spearphishing Attachment
The attacker sends a phishing email

containing a malicious attachment (Word
document)

Execution

T1204.002
User Execution: Malicious File

Victim opened the malicious Word document
and enabled macros

Command and Control

T1071.001
Application Layer Protocol: Web Protocols

Use HTTP(S) listeners to communicate with
C2 server

Enumerate software installed on
compromised machine

| Ti083
File and Directory Discovery

List files and directories: ' dir’

| Tio16
System Information Discovery

I

Enumerate system information of
compromised machine: * systeminfo’

Persistence

T1053.005
Schedvuled Task/Job: Scheduled Task

Gain persistence via scheduled task creation

Exfiltration

—
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* | Extiltration over C2 Channel

Exfiltrate data via C2 channel, via HTTP(S)

Privilege Escalation

TIO68
Exploitation for Privilege Escalation

Exploit known, unpatched CVE on the
compromised machine to escalate privileges

T

—

Credential Access

T1003.001

Lateral Movement

T1550.002

OS Credential Dumping: | = | Use Alternate Authentication Material:

LSASS Memory

Use mimikatz to dump credentials
and hashes

Pass the Hash

Use dumped hashes to laterally move to
other user accounts (mimikatz's sekurisa:pth
module)




Start of Campaign

Tactic
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Initial Access : Execution Command and Control
fTeCh nique
T1566.001 . T1204.002 > T1071.001
Phishing: Spearphishing Attachment User Execution: Malicious File Application Layer Protocol: Web Protocols
The attacker sends a phishing email Victim opened the malicious Word document Use HTTP(S) listeners to communicate with
containing a malicious attachment (Word and enabled macros C2 server

document)

K Procedure




Start of Campaign

Initial Access

—

T1566.001

Phishing: Spearphishing Attachment

The attacker sends a phishing email
containing a malicious attachment (Word
document)

Execution Command and Control
> T1204.002 > T1071.001
User Execution: Malicious File Application Layer Protocol: Web Protocols
Victim opened the malicious Word document Use HTTP(S) listeners to communicate with
and enabled macros C2 server




Middle of Campaign
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Gain persistence via scheduled task creation




End of Campaign
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lterative Cycle
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Post-Exercise: Defensive Controls
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Defensive Controls: Start of Campaign

Initial Access Execution

The attacker sends a phishing email Victim opened the malicious Word document
containing a malicious attachment (Word and enabled macros
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Defense-in-depth
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Key Takeaways from Attack Flow

Initial Access

The attacker sends a phishing email
containing a malicious attachment (Word
document)
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Key Takeaways from Attack Flow
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Instead of trying to implement defensive measures for every technique...

* Focus on techniques at the start of the flow




Key Takeaways from Attack Flow
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Instead of trying to implement defensive measures for every technique...
* Focus on techniques at the start of the flow

« Address chokepoints in the flow




MITRE CTID’s Attack Flow Builder
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Access Attack Flow Builder at: https://center-for-threat-informed-defense.github.io/attack-flow/ui/




More Examples of Attack Flows

« Attack Flows from MITRE CTID’s corpus

* Access them at: https://center-for-threat-informed-defense.github.io/attack-flow/example flows/

e
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helps us to
allocate resources
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