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About Me
• Senior Threat Intelligence Analyst at Intercontinental Exchange, Inc

• 10+ years of experience in Cybersecurity

• Threat Intelligence and Hunting, Incident Response and Digital Forensics, and 
Vulnerability Management

• CISSP, GCFA, GREM, GDAT, GCTI, GMON, GCIH and GOSI
• Volunteers as a mentor with (ISC)2 Singapore and member of AiSP’s CTI SIG

• Opinions expressed in this presentation are solely my own and do not represent the 
views or opinions of my employer



Agenda
• Detection Engineering VS Threat Hunting
• Threat Hunting Frameworks
• Project DEPTH
• Quick Wins
• Key Takeaways



2 Sides, Same Coin

Hunt 
Evil
😈

Threat Hunting
• Proactive approach
• Search for previously 

unknown threats
• False negatives
• Manual, hypothesis-driven
• Threat-Informed, TTPs

Detection Engineering
• Reactive approach
• Detect/respond to 

known threats
• False positives
• Automated
• Alert-Informed, IOCs



Chronicle of Threat 
Hunting Frameworks

MITRE ATT&CK®
The Pyramid of Pain

2013

2015
Sqrrl Threat Hunting Reference Model

HMM: Hunting Maturity Model

TaHiTI: Targeted 
Hunting Integrating 
Threat Intelligence

2018

2023
PEAK: Prepare, 

Execute & Act with 
Knowledge

Source: https://www.splunk.com/en_us/blog/learn/threat-hunting.html



ATT&CK
• A common language for Blue, Red, Purple team

• Classify adversary behavior, identify security gaps

• Context is key

Source: https://attack.mitre.org/techniques/T1547/001

Tactics

Techniques, Sub-techniques

Procedures



Project DEPTH



Defense 
in DEPTH

People Harnessing diversity and 
inclusion

Process
1. Research and submit hunt idea
2. Review and accept/reject
3. Report and feedback

Technology
Free and updated bi-annually
De facto industry standard
Common language with Red Team

ATT&CK



Measuring the DEPTH
• Initiated 27 unique threat hunting use-cases

• Implemented 13 detection alerts from threat hunt 
submissions

• Detection and mitigation across 20 ATT&CK 
techniques and sub-techniques

ü T1036.002: Masquerading: Right-to-Left Override
ü T1070.001: Indicator Removal: Clear Windows Event Logs
ü T1218.002: System Binary Proxy Execution: Control Panel

• Identified other issues like insufficient logging and 
monitoring, outdated/EOL systems, etc.



Quick Wins



RMM tools

• Remember SolarWinds in 2020?

• Rise in popularity amongst threat actors
• LOTL as a legitimate software with signed 

certs and exclusion paths
• Bypass admin privilege requirements and 

software management control policies

• Used as C2 and to maintain persistence 
on a victim’s network [T1219] and 
perform lateral movement [T1072]

• More than 100 and counting…

Source: https://attack.mitre.org/techniques/T1219/



Hunt for RMM tools
• Mitigations:

• Application Control Policy
• MFA

• Detections:
• Network-based - Monitoring for known domains or ports (AnyDesk:6568, TeamViewer:5938)
• Host-based - Monitoring for processes (anydesk.exe, teamviewer.exe) initiated by RMM tools
• Host-based – Monitoring for file certificates (SignerSubjectName=philandro Software GmbH, TeamViewer GmbH)

• Consider maintaining a repository of RMM tools

Name Associated Threat Domain Port Process Is this approved? Detection

AnyDesk ALPHV, Scattered Spider anydesk.com 6568 anydesk.exe No Yes

TeamViewer ALPHV, BazarCall, Scattered Spider teamviewer.com 5938 teamviewer.
exe Yes Yes



Top 5 ATT&CK Techniques

1) From a CTI perspective, review 
threat actors of interest to your 
organization and pick the top 5:
• Top actors by Big 4
• Top fincrime/ransomware 

actors

2) Using Navigator, apply different 
layers of the threat actors’ TTPs 
together

3) Extract the top 5 techniques 
that overlap and implement 
detections









ATT&CK Navigator
• Export the layer as JSON and focus on techniques with 

score=3 or the top 5
• T1553.002: Subvert Trust Controls: Code Signing
• T1588.002: Obtain Capabilities: Tool
• T1105: Ingress Tool Transfer

• Complement with CTID’s projects for top technique priority
Ø Sightings Ecosystem

• T1059: Command and Scripting Interpreter
• T1027: Obfuscated Files or Information
• T1105: Ingress Tool Transfer

Ø Top ATT&CK Techniques
• Top Ransomware Technique List

• Implement and maintain detections

Source: https://mitre-engenuity.org/cybersecurity/center-for-threat-
informed-defense/our-work/sightings-ecosystem/



Key 
Takeaways

• Leverage ATT&CK to achieve quick wins

• Organizations without a threat hunt program can kickstart 
today with the right people, process and technology

• Organizations with a threat hunt program can use ATT&CK to 
improve detection coverage and mature current hunting 
capabilities

• Threat hunting is an iterative process so automate where 
possible

• Marry with Red Team’s findings to be cognizant of your 
organization’s overall security posture.


