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* Detection Engineering VS Threat Hunting
* Threat Hunting Frameworks

A ge N d J . Project DEPTH

* Quick Wins
* Key Takeaways




2 Sides, Same Coin

e Reactive approach * Proactive approach
* Detect/respond to  Search for previously

known threats unknown threats
* False positives * False negatives
* Automated * Manual, hypothesis-driven
e Alert-Informed, 10Cs e Threat-Informed, TTPs




Chronicle of Threat
Hunting Frameworks

MITRE ATT&CK®
The Pyramid of Pain

2013

TaHiTI: Targeted
Hunting Integrating
Threat Intelligence

2018

2015
Sqrrl Threat Hunting Reference Model

HMM: Hunting Maturity Model

Source: https://www.splunk.com/en_us/blog/learn/threat-hunting.html

2023
PEAK: Prepare,
Execute & Act with
Knowledge




A common language for Blue, Red, Purple team

A & C K  Classify adversary behavior, identify security gaps
e Context is key

Source: https://attack.mitre.org/techniques/T1547/001

Techniques, Sub-techniques




Project DEPTH




Defense
in DEPTH




Measuring the DEPTH

* Initiated 27 unique threat hunting use-cases

* Implemented 13 detection alerts from threat hunt
submissions

* Detection and mitigation across 20 ATT&CK
techniques and sub-techniques
v/ T1036.002: Masquerading: Right-to-Left Override
v/ T1070.001: Indicator Removal: Clear Windows Event Logs
v T1218.002: System Binary Proxy Execution: Control Panel

 |dentified other issues like insufficient logging and
monitoring, outdated/EOL systems, etc.




Quick Wins




RMM tools

e Remember SolarWinds in 20207

* Rise in popularity amongst threat actors

e LOTL as a legitimate software with signed
certs and exclusion paths

* Bypass admin privilege requirements and
software management control policies

* Used as C2 and to maintain persistence
on a victim’s network [T1219] and

perform lateral movement [T1072]

* More than 100 and counting...

Source: https://attack.mitre.org/techniques/T1219/

Procedure Examples

ID Name

C0015 CO0015

C0018

C0027

Carbanak

Carbanak

Cobalt Group

DarkVishnya

Dridex

Description

During C0015, the threat actors installed the AnyDesk remote desktop application onto the compromised
network.*

During C0018, the threat actors used AnyDesk to transfer tools between systems./l®)

During C0027, Scattered Spider directed victims to run remote monitoring and management (RMM) tools.
.

Carbanak has a plugin for VNC and Ammyy Admin Tool.[®!

Carbanak used legitimate programs such as AmmyyAdmin and Team Viewer for remote interactive C2 to
target systems.[!

Cobalt Group used the Ammyy Admin tool as well as TeamViewer for remote access, including to preserve

remote access if a Cobalt Strike module was lost.[1010111[12
DarkVishnya used DameWare Mini Remote Control for lateral movement.[?!

Dridex contains a module for VNC.[4



Hunt for RMM tools

* Mitigations:
* Application Control Policy
« MFA

* Detections:

* Network-based - Monitoring for known domains or ports (AnyDesk:6568, TeamViewer:5938)
* Host-based - Monitoring for processes (anydesk.exe, teamviewer.exe) initiated by RMM tools
* Host-based — Monitoring for file certificates (SignerSubjectName=philandro Software GmbH, TeamViewer GmbH)

* Consider maintaining a repository of RMM tools

Name Associated Threat Domain Port

AnyDesk ALPHV, Scattered Spider anydesk.com 6568

TeamViewer ALPHV, BazarCall, Scattered Spider teamviewer.com 5938

Process
anydesk.exe

teamviewer.
exe

Is this approved? | Detection




Top 5 ATT&CK Techniques

MITRE ATT&CK® Navigator

Create New Layer

Open Existing Layer

Create Layer from Other Layers

Create Customized Navigator

| for annotating and explering ATT&CK matrices.

, red/blue team pla

changelog theme ~

Create a new empty layer

Load a layer from your computer or a URL

Select layers to inherit properties from

Create a hyperlink to a customized ATT&CK Navigator

1)

2)

3)

From a CTI perspective, review
threat actors of interest to your
organization and pick the top 5:

* Top actors by Big 4

* Top fincrime/ransomware
actors

Using Navigator, apply different
layers of the threat actors’ TTPs
together

Extract the top 5 techniques
that overlap and implement
detections
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Scattered Spider (G1015) TA505 (G0092) APT29 (G0016) Techniques by Threat Groups <
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about

Techniques by Threat Groups

domain

Enterprise ATT&CK v14
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ATT&CK Navigator

* Export the layer as JSON and focus on techniques with
score=3 or the top 5
* T1553.002: Subvert Trust Controls: Code Signing
* T1588.002: Obtain Capabilities: Tool
* T1105: Ingress Tool Transfer

 Complement with CTID’s projects for top technique priority

» Sightings Ecosystem
* T1059: Command and Scripting Interpreter
* T1027: Obfuscated Files or Information
e T1105: Ingress Tool Transfer

» Top ATT&CK Techniques

* Top Ransomware Technique List

* Implement and maintain detections

techniqueID tactic scor
T1553.002 defense-evasion
T1588.002 resource-development
T1105 command-and-control
T1553.005 defense-evasion
T1078.004 defense-evasion
T1078.004 persistence
T1078.004 privilege-escalation
T1078.004 initial-access

T1047 execution

T1218.011 defense-evasion

SIGHTINGS ECOSYSTEM

A DATA-DRIVEN ANALYSIS OF ATT&CK IN THE WILD

Received 1.6m+ Sightings of 353 unique 2021 - 2023

technigues, from 198 countries, observed
between August 2021 and September 2023 AUGUST  SEPTEMBE

1.6M+ 353 198

SIGHTINGS UNIQUE COUNTRIES
TECHNIQUES

Source: https://mitre-engenuity.org/cybersecurity/center-for-threat-
informed-defense/our-work/sightings-ecosystem/
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Key
IELGEVENR

Leverage ATT&CK to achieve quick wins

Organizations without a threat hunt program can kickstart
today with the right people, process and technology

Organizations with a threat hunt program can use ATT&CK to
improve detection coverage and mature current hunting
capabilities

Threat hunting is an iterative process so automate where
possible

Marry with Red Team’s findings to be cognizant of your
organization’s overall security posture.



