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® 17+ years cyber security industry experience

® Former Director, Falcon OverWatch at CrowdStrike

@® Extensive experience serving as both a practitioner and
senior leader specializing in threat hunting, security
operations, threat intelligence, managed security services
and incident response

® Regular speaker, frequently presenting at global cyber
security conferences and briefing executive audiences
across private and public sector entities on the threat
landscape and various cyber security topics

@® Based in Sydney, Australia
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The State Of The
Threat Landscape



Evolving Adversary Operations in 2023

Zero Day Acquisition An Increasing Operational Priority

Continued Prolific Exploitation of Known Historic Vulnerabilities

Rapid Adoption of New Vulnerabilities Narrowing Time-To-Exploitation
Evolving Criminal Ecosystem Continues to Lower Barriers to Entry
Ransomware Paradigm Shift From Encryption To Extortion

Nation State and Criminal Adversaries Highly Adaptable & Increasingly Fast
Moving

Initial Access Preferences Shifting

Growth in IAB Activity Negating Initial Access Challenges

Identity Under Siege



Hiding In Plain Sight

® Diminishing reliance on malware
enabling lateral movement without
obstruction

® Adversaries having increasing
success in progressing their actions
on objectives without the need to
deploy malware

® Proliferation of LOTL techniques
combined with use of compromised
privileged credentials poses
challenges for defenders reliant on
technology alone




Why You Need To Care

Speed of Detection Is Critical As Adversary Tempo Accelerates

Basic Security Hygiene Remains a Challenge, And Adversaries Know It
Surging IAB Activity Exposing Organisations To Veritable Army of Threat
Actors

Reactive Defences Powerless Against Increasingly Capable Adversaries
The Time-To-Mass-Exploitation Delta Continues To Narrow as Public
Disclosure of Vulnerabilities Rapidly Followed by Same Day In The Wild

Exploitation



Outpacing The
Adversary



Learning From The MOVEit MFT Compromise

Large scale supply chain compromise

Targeted, rather than opportunistic attack initially exploiting

zero-day SQL injection vulnerability

Carefully considered, multiple stage exploitation process

Extensive collection of tactics, techniques and procedures

utilized to support actor objectives

Focus on access maintenance to enable ongoing interactive command

execution on compromised systems



HOME HOWTODOWNLOAD? ARCHIVE~ ARCHIVEZ~ ARCHIVEA. ARCHIVESw ARCHIVES ~

CIOp: (LEMUR) Looting
And Extortion

Successful exploitation led to unauthorized
access to underlying MOVEit DB's
Deployment of LEMURLOOT webshell to persist
operator access and support pursuit of hands-
on actions on objectives

Deletion of default MOVEit user account with
‘LoginName’ and ‘RealName’ values set to
‘Health Check Services’

Creation of new actor controlled, privileged
account with matching values

Enumeration of Azure data and SQL DB
contents

Collection and .gzip compression of data

followed by exfiltration



Profiling The
Adversary

Adversary CIlOop

Aliases FANCY CAT, TA505, FIN11, Lace Tempest
Classification Criminal

Origin Russia

Targeting All Sectors

Methods Affinity for targeting and exploiting MFT

platforms including Accellion FTA, SolarWinds
Serv-U, GoAnyWhere & MOVEit

Extorts victims with threats of publishing
exfiltrated confidential data

. ) LEMURLOOT Cobalt Strike
Tooling DEWMODE Trubot
SDBot FlawedAmmyy

T1190: Exploit Public Facing Application
T1059.001: PowerShell

MITRE T1505.003: Webshell

ATT&CKTTPs T1105: Ingress Tool Transfer
T1041: Exfiltration Over C2 Channel
T1021.002: SMB/Windows Admin Shares
T1068: Exploitation For Privilege Escalation
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6 Distinct CVE's

SQL injection vulnerability enabling unauthenticated attacker to gain unauthorised access
to SQL DB, query, execute statements and modify DB contents

rule M Webshell LEMURLOOT DLL 1 {

meta:
SQL injection vulnerability enabling unauthenticated attacker to access DB and submit disclaimer = "This rule is meant for hunting and is not tested
crafted payloads to MOVEit application resulting in possible modification or disclosure of Bl St GAIIEE
§ description = "Detects the compiled DLLs generated from
MOVEit DB content human2.aspx LEMURLOOT payloads."
sample =

"c58c2c2eab08c83fad9326055a8271d47d8246dc9cb401e420c0971c67el9cbf"
date = "2023/06/01"

. . . . . . version = "1"
@\ SQL injection vulnerability enabling unauthenticated attacker to access DB and submit stezinges
= crafted payloads to MOVE:it application resulting in possible modification or disclosure of $net = "ASP.NET"
MOVEit DB content Shuman = "Create ASP_human2_aspx"
$s1 = "X-silock-Comment" wide
$s2 = "X-siLock-Step3" wide
$s3 = "X-siLock-Step2" wide
P o e . . . $s4 = "Health Check S i " il
@ SQL injection vulnerability enabling unauthenticated attacker to access DB and submit O sy R S O
J $s5 = "attachment; filename={0}" wide
=\ crafted payloads to MOVE:it application resulting in possible modification or disclosure of condition:
uintl16 (0) == 0x5A4D and uint32 (uint32 (0x3C)) == 0x00004550 and

MOVEit DB content

filesize < 15KB and

$net and
(
. . . . p . ($human and 2 of ($s*)) or
Allows attacker to invoke a method resulting in unhandled exception, potentially causing (3 of ($s%))

the MOVEit application to unexpectedly terminate )

SQL injection vulnerability enabling unauthenticated attacker to access DB and submit
crafted payloads to MOVE:it application resulting in possible modification or disclosure of
MOVEit DB content




“Speed. Both Your
Greatest Adversary,
And Biggest Advantage.”



-lil-Recorded Future’®
CVE-2023-34362: ClOp MOVEIit MFT Initial Exploitation and Disclosure Timeline

June 5, 2023:

Clop Ransomware Group publicly claims responsibility for mass
ion of a zero-day in Progress Software's
MOVEit Transfer Software.

July 2021:

cmﬁ Ransomware-as-a-Service Group begins experimentation
with zero-day vulnerability in Pm%ress Software's MOVEit
Transfer MFT, conducting manual testing of access and
information collection capabilities.

May 27, 2023:

Clop Ransomware group operationalises and begins mass

exploitation of unknown SQL injection vulnerability in Progress

Software's MFT solution known as MOVEit Transfer. CISA

publishes advisory detailing exploitation off Zero-Day

vulnerability in MOVEit Transfer leading to deployment of

LEMURLOOT web shell and subsequent hands-on-keyboard

activity. Color

Cyber Exploit CVE-2023-343

Cyber Exploit CVE-2023-

34362, CVE-2023-35036

Cyber Exploit CVE-2023-

34362, CVE-2023-0669

June 2nd, 2023: Disclosed Vulnerability
Updated Vulnerability

Critical Vulnerability in Progress MOVEit
June 22, 2023: Transfer publicly disclosed by the NVD as CVE- Total references

2023-34362.

CISA and the FBI offer reward of US$10M for

intelligence on ClOp Ransomware Group operators, Event Marker Siz

as it continues exploiting various MOVEit MFT

vulnerabilities including CVE-2023-35708 , CVE- 1 reference
April 2022: 2023-34362,, and CVE-2023-35036.

Cl0p's testing and experimentation of MOVEit Transfer zero- 30 references

day accelerates, pivoting to automated testing, launching
information collection and data extraction operations against
numerous compromised entities simultaneously.

June 23, 2023:

The NVD updates CVE-2023-34362 - One of
several revisions to the initially disclosed
vulnerability.




Criminal Adversaries
Picking Up The Pace

@ Actors increasingly operationalizing
exploits same day

® Proof-of-Concept code readily
available on Dark Web forums

® Delta between disclosure and mass
exploitation represents the very
harrow window of opportunity for
defenders to stop adversaries in
their tracks




_ Proactive Effects.
- Powered By ATT&CK.

® Helps to close the detection gap and
enable critical early warning

® Empowers defenders with a superior
vantage point

@® Accelerates analysis and decision
outcomes and lightens the cognitive
burden on analysts

® Informs proactive operations
including threat hunting missions



Looking Beyond
The CVE



New CVE.
Same Old Tricks.

® Number of disclosed vulnerabilities
continues to accelerate year-on-
year, with 25,000+ in the last 12
months

® Reactively focusing defensive
efforts on mitigation of individual
CVE's does little to thwart
determined adversaries who will
simply pivot if one exploit is
unsuccessful.

@® Focus on post-exploitation behaviors
rather than individual CVE’s.



Adversary Tactics
And Techniques



Four Adversaries. One Thing In Common.



Ransomware.
Without Ransomware.

@® Ransomware continues to undergo
paradigm shift as operators
increasingly favor extortion over
encryption

® The evolution of ransomware into
double and triple extortion negates
the need to deploy or execute an
encryption binary

@® Defenders mustlook beyond the
existence of known ransomware




Selection of common
ClOp TTPs at a glance

47+ Distinct MITRE
ATT&CK techniques &
sub-techniques

Prolific use of LOTL
techniques to support
actions-on-objectives
and maintain access

Use of custom webshells
masquerading as
legitimate web service
files to enable
persistence and RCE




Know Your Enemy.
Hunt Them.



Intelligence Driven
Threat Hunting

® The proactive discovery of unknown
malicious artifacts and adversary
methods not accounted for in
passive, automated monitoring.

® Real-time intelligence powers
hunting operations with actionable
context on adversary targets,
capabilities and methods.

® Informs threat hunters as they
iteratively cycle through a targeting
loop




Mission Objectives

FIND

Leverage intelligence, human
expertise and detection assets
to uncover signs of malicious
activity

UNDERSTAND

Analyse malicious activity to
unravel & understand adversary
methods and capabilities by
examining artifacts and other
tradecraft

DISRUPT

Deploy detection and
prevention measures to disrupt
and block malicious behaviors



The Targeting Loop

® Determination of statistical anomalies and trends
across a broad data set of available telemetry

@ Proactively develop and apply hypothesis around
how an adversary is likely to operate based on in
depth understanding of their methods,
capabilities & targets

@ Intelligence driven approach to hunting
leveraging static IOC’s and atomic indicators, ie
known bads.

FIND

EXPLOIT FIX

ANALYZE FINISH



Hunting Common Post Exploitation Behaviors

@® Post-Exploitation Behaviors Consistent With Web Service Compromise
O Example: Webshells deployed beneath web processes such as the Apache web
process httpd, or lIS worker process w3wp . exe
® Suspicious C2 Communications & Known Actor Tooling
O Example: Webshell communications, use of cloud admin or file sync tools,
attempted exfiltration to known actor infrastructure or commonly abused cloud file
sharing platforms (ie MEGA, Dropbox)
® Early-Stage Hands-on Ransomware Preparation
O Example: User account creation, lateral movement, network, user and cloud

enumeration



Hunting Webshells
ruleml:g;\]?bshelliLEMURLOOTiDLLil { With Yara

disclaimer = "This rule is meant for hunting and is not tested to
run in a production environment"

description = "Detects the compiled DLLs generated from
human?2.aspx LEMURLOOT payloads."

sample =

"c58c2c2ea608c83£ad9326055a8271d47d8246dc9cha01e420c0971c67e19chE" ® Looking for payloads associated with
R the LEMURLOOT webshell deployed
SEEaes by ClOp during the MOVEit
Snet = "ASP.NET" .
Shuman = "Create ASP human2 aspx" Compromlse
$sl = "X-siLock-Comment" wide
$s2 = "X-siLock-Step3" wide
$s3 = "X-siLock-Step2" wide . . .
" ® Displayed strings show rule focus is
e e T identification of . aspx webshell
condition:
uint16(0) == 0x5A4D and uint32 (uint32(0x3C)) == 0x00004550 and activity including tampering with and
filesiz 15KB and .
R ) replacement of MOVEit DB user
( account

($human and 2 of ($s*)) or
(3 of ($s%*)



Inform.
Enrich.
Hunt.



Thank you!



