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About me

Co-founder & Director of the Center for Threat-
Informed Defense

Formerly responsible MITRE’s Cyber Threat Intel
and Adversary Emulation work program

Led MITRE's security automation work — CVE, * i A
OVAL, CPE, MAEC, CAPEC.. stk

Started out as a software engineer

Working in the public interest to
advance cybersecurity for all
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What is Threat-Informed
Defense?

“The systematic application of a deep
understanding of adversary tradecraft and
technology to improve defenses.”
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Where does it fit?

NIST Cyber Security Framework

Identify § Protect Detect

Respond § Recover

Asset management Access Control

Anomalies & Response Planning
Events
Awareness &

Business Training

Recovery Planning
Er et Communications
Data Securi .
y Security
Governance = Continuous
Processes &
Procedures

Analysis Improvements

Risk Assessment

Mitigation
Maintenance

Detection
Risk Management Protective Processes
Strategy

Communications
Improvements
Technology

Threat-Informed
Defense
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Threat-Informed Defense Cycle

CYBER THREAT
INTELLIGENCE ATT&CK® is at the core of threat-informed defense

Threat-informed defense is a continuous process.

THREAT
INFORMED

DEFENSE

DEFENSIVE TESTING &
MEASURES EVALUATION

As our defenses improve, our environments change,
and adversaries evolve, the cycle continues.
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Increase the Cost for the Adversary

esource
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Threat-
Informed

Defense is...
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A lens, through
which, you can
understand your
security posture

| -
A way to think about
your security
architecture and

operations

A way to prioritize
your security strategy
and investments

Thinking like an attacker
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A way of assessing
the effectiveness of
your security
investments
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How do we scale
threat-informed

defense?

=== M|TRE
=== ENGENUITY.

Center for Threat
Informed Defense
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The Center for Threat-Informed Defense conducts collaborative R&D projects that

improve cyber defense at scale
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Mission: Advance the state of the art and the state

of the practice in threat-informed defense globally.
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The cyber challenges
we face are larger than
any one organization
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A repeatable, scalable, approach to R&D built on
member-powered collaboration

5
5% L

Systematically Develop solutions
identify challenges together
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CORE TO TECHNIQUE
T1053:Sysmon ID 13
TargetObject=
“HKLM\SOF TWARE\
MicrosoftWindows NT\
CumentVersion\Schedule\
TaskCache\Tree

SUMMITING THE PYRAMID
Level Up Your Analytics

IMPLEMENTATIONS
Event ID 5136 T1556
mdDS-KeyCredentiallink
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Sysmon 1D 1:
OriginalFileName:schtasks.exe

ADVERSARY TOOL
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SariptBlockText

| contains: vaultcmd
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SUMMITING THE PYRAMID —>

Many analytics are dependent on specific tools or artifacts. Adversaries can easily evade these
with low-cost changes that exploit the dependencies. This project developed a method to evaluate
analytics relative to the adversary’s cost to evade. We further created approaches and tips for
defenders to make their analytics less evadable. We demonstrated the methodology with a core set
of analytics.

PROJECT SPONSORS
N ©
crowpstrike FIZRTINET FU]]TSU @ IBM Security & Microsoft verizon’

Rapid Global
Impact

“By scoring each threat detection rule, we
gained a higher fidelity view of their security
posture. We determined that roughly 99.4% of
their threat detection content was obsolete,
based on criteria such as analytic brittleness,
current threat relevance and update frequency.

In all my years of consulting, | have never
witnessed a more catalyzed response—except
in the case of a severe breach. This holistic,
scientific method of threat detection
analysis shocked them out of their lethargy
in ways their previous penetration tests never

could.” - summiting user at a global consultancy

https://ctid.io/summiting-the-pyramid




How do we scale threat-informed defense?
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It takes community

Participants
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Participants drive the R&D
program with active engagement
and funding

Benefactors
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Enable the global community to advance public interest
cybersecurity programs through charitable giving.

Benefactors support independent
research in the public interest

Community

Q, O

Global adoption leads to impact.
Your use cases drive community-
wide advancement
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IT TAKES A Join us and
VILLACGS: change the game!

\ Changing the game on the

adversary requires a
community-wide approach.
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You play a critical role!
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